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FOEFFE->OTHFTDITRIFERVWAP D, BAMICIE LANHAORY FT—JKBOBEENI ST RY
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IBEE : Instant AP (IAP) % Unified AP DIBFRE L TN L TWehY, ChIdR@ERL o7, REOd> rO— 1%
BEDAIIEDH D Instant AP, RAEI> bO—3 + 3> FA—ZDEXFIGH Unified AP THS5 L L.

e Aruba Instant On AP11 = Aruba AP-303
® Aruba Instant On AP11 @ Aruba AP-303 Unified AP 1t
o 1.Unified AP DAX—ITRY bT—=HT—hTF3
= APBoot@IAVY—JLICEE S
» ¥DHZT factory_reset 3
" printenv
= Ry bT—0T—F
o 2. Unified AP DT 7 =LV T T ZEZAL
o 3. 7—bO—HDREZEETS

Aruba Instant On AP11 = Aruba AP-303

AP11 |Z Unified AP T# 3 AP-303 LIFIZFRLC/N\—RI T 7 THD, NEET7—LITT7IRINERS. £
B2, AP11 DT ARJLICIE Model: APIN0303 EEHANTHD, Ff, EMEBEBESIBAESIL APLL ¥ AP-
303DEBEHE 018-170421 THHRXBITNTULZAELY.

Aruba Instant On AP11 @ Aruba AP-303 Unified AP 1t

AP11 TAP-303 D7 7 — LU T 7 ZEEF TS LICELD, AP11 D Unified AP {EDRIRETH 3.

Unified AP 1LICIZS U 7LV =L —T )b, TFTPH—NE AP-303 DT 7 — LT T T7AX—CHRET
H3.

SUTZINAYY =L —=TILCIEBED T —T IV aER L. AP11 @YY —)LimFId USB Micro-B %7
APEHONTWVWBN, 5513 3.3VD UART WS TWwWa. filEod>Y —ILy—7 )L T#H 3 AP-CBL-SERU
ZEALBWVWEETH, USBU—TILZIMIL TUSB-UART ICEBITZ Ty —JI%=BIECE 5.
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TFTP +—/\I& TFTPD64 % fEA L 7-.

AP-303 DT 7 — LT T 7IF, AFRRERRHFARD ArubaInstant Ursa 8.8.0.1 80393 ZfEALT.
D7 7AILETFTP H—NDIL— FETFICERET 3.
(BRRDZ7 7 =Lz 7D URLAC CICEEHINTUVEZDT, BEICLTIELL. )

(1

1. Unified AP DA A= TRY b I—=0T—=1F93

APBoot®D Y —ILICEB 3

STIINAVY = EESELTESH T, 7—O—4 D APBoot H'i281 9 3. (APBootidU-Booth*R— 2
5L, )

Hit <Enter> to stop autoboot: 2 2:%!%/1_-\‘67&173\6 2 *@‘LXW‘CIVQ——*V—%)\jj?% 2_’_, 5@]@@]
£ ICAPBootD OV —JLICEE 5.
() T7ILAVY —I)LDOIEEERTE IE 9600bps, 8 data bits, no parity, 1 stop bit)

APBoot 2.5.0.2 (build 70487)
Built: 2019-05-14 at 12:27:57

Model: AP11

DRAM: 512 MiB

Flash: Detected MX25R3235F: with write protection total 4 MiB
NAND: 128 MiB

Power: DC

Net: ethO

Radio: ipg4019#0, ipg4019#1

FIPS: passed

Hit <Enter> to stop autoboot: 0
apboot>

b &H R factory reset 973

Instant On AP ¥ L T{EA Y % & APBoot DIRIBEMICEENEZIAEZIENTLESDT, BEZVELLL TS
<.

apboot> factory reset
Clearing state...
Checking 0OS image and flags

Image is signed; verifying checksum... passed
Preserving image partition O

Erasing flash sector @ 0x3a0000... OK

Erasing UBIFS ...done

Purging environment...

preserving os_partition (1)

Erasing SPI flash...Writing to SPI flash...done
Erasing SPI flash...Writing to SPI flash...done

printenv
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RISEBEHEL THD.

apboot> printenv
autoload=n

autostart=yes
baudrate=9600
boardname=Speyburn
bootargs=console=ttyMSM0, 9600n8 rdinit=/sbin/init ubi.mtd=aos0 ubi.mtd=aosl
ubi.mtd=ubifs
bootcmd=boot ap
bootdelay=2
bootfile=ipg40xx.ari
ethact=ethO
ethaddr=bc:9f:ed:xx:xx:xX
machid=8010001
mtddevname=aos0
mtddevnum=0
mtdids=nand0=nand0
mtdparts=mtdparts=nand0:0x2000000@0x0 (aocs0),0x2000000@0x2000000 (aosl),0x4000000@0x40000
00 (ubifs)

os partition=1
partition=nand0,0
servername=aruba-master
stderr=serial
stdin=serial
stdout=serial

Environment size: 535/65532 bytes

boardname IC  speyburn £ #»3H, AL Aruba Instant AP EAIRE{E Guide IC& B & AP-303 D J— K% —
INOPSS¥ i

2y bI7—=9T—F

L&, TFTIPH—NDIP 7KL X% 192.168.100.2 , DHCPICL D AP11 ICEIDYTHSNIP 7RL X%
192.168.100.3 &9 3.

MTFOaATY RTTFTP H—/AHD5 Unified AP DT 7 — LT T 7 ZHAHAARKICENT B .

dhcp

setenv serverip 192.168.100.2

setenv bootfile Arubalnstant Ursa 8.8.0.1 80393
netget

bootm 0x84000200#Speyburn@l

#IBHIZDHCP TAPICTZ RLZAZEIDIRD, TFTP H—/N\DIBHRETRIEBEZRICKET S.

apboot> dhcp

ethO up: 1 Gb/s full duplex
DHCP broadcast 1

DHCP IP address: 192.168.100.3
DHCP subnet mask: 255.255.255.0
DHCP def gateway: 192.168.100.1
DHCP DNS server: 192.168.100.1
DHCP DNS domain:
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apboot> setenv serverip 192.168.100.2
apboot> setenv bootfile Arubalnstant Ursa 8.8.0.1 80393

RIS, TFIPH—=N\D5T7— LI T T7Z2HHAL.
InstantOn AT DT 77— LT T 7 TIEZR L=, Invalid Instant Small Business image &L T—XwW
T—IUHWRRENZH, CTTIFERTS.

apboot> netget

ethO up: 1 Gb/s full duplex

Using ethO device

TFTP from server 192.168.100.2; our IP address is 192.168.100.3

Filename 'ArubaInstant Ursa 8.8.0.1 80393"'.

Load address: 0x84000000

Loading: ###########44H4HH4FHHHHHHHHAHFHAHFHAHAHHAHAHHHHHHRHRHHAHAHEHEHEHEHES
S o i
S o i
G o i
R
302.7 KiB/s

done

Bytes transferred = 20670464 (13b6800 hex)

Invalid Instant Small Business image

REIC, XEVLEDT77—LTT7HH6EETS. bootm AV RICIEFA—RILOT7RLZRELT
0x84000200 Z15E 9 5. 0x84000000 (CHB 77— LT T 7 DHKEMS 512 N1 bR ZXAFvTFLTWS
D, ST 7—LITT7ARX=DON)T—230%0@d57-0HT&H3. APBoot & Image Tree Blob
(ITB) FERDA X—JICBREEZEBMLIET7 7—LT T T7AX—=C%FRAALH, AP11 TAP-303 D7 7— L
DrT7EEBLLOETRIENUT 23> TRETS. £CT, AYA—ZXF¥yFLTITBDEET K
LAZEETSET, NUTF—2a3 > %zEELTITB ZEHEGAAEZES. £/, ZOITB ICIFEEKE
@ Device Tree Blob (DTB) A's2#xR SN TWL\ B =8, AP-303 @ DTB ZFHAIAL K SIC #speyburnel =BT
%5. CNTAP11 ETAP303 D7 7—LTV T 7%z TES. 2P, Uncompressing Kernel Image
DERFET 20 ~ 30 MFEDDB.

apboot> bootm 0x84000200#Speyburn@l

Uncompressing Kernel Image ... OK

[ 0.000000]

[ 0.000000] Aruba Networks

[ 0.000000] ArubaOS Version 8.8.0.1-8.8.0.1 (build 80393 / label #80393)

[ 0.000000] Built by p4build@pr-hpn-buildl0 on 2021-06-02 at 04:10:32 UTC (gcc
version 4.6.3)

[ 0.000000]

[ 0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d
[ 0.016595] SMP: Total of 4 processors activated (384.00 BogoMIPS) .

[ 0.051336] i2c-gpio driver registered

[ 15.818085] 3 ofpart partitions found on MTD device 7980000.gcom, nand

[ 15.885099] Creating 3 MTD partitions on "7980000.gcom,nand":

[ 15.953838] 0x000000000000-0x000002000000 : "aosO"

[ 16.052979] 0x000002000000-0x000004000000 : "aosl"

[ 16.139632] 0x000004000000-0x000008000000 : "ubifs"

[ 16.275167] m25p80 spi0.0: found mx25r3235f, expected n259gl28all

[ 16.374448] Found AT97SC3203 on MSM-I2C-v2-adapter

[ 16.429747] Key type dns_resolver registered

[ 16.470423] Registering SWP/SWPB emulation handler

[ 17.799425] Watchdog run with TZ supported gpio reset
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17.882119]

[

Starting Kernel SHA1l KAT

[ 17.916584] Completed Kernel SHA1l KAT

[ 17.963611] Starting Kernel HMAC-SHA1l KAT
[ 18.013646] Starting Kernel DES KAT ... [ 18.059366] Completed Kernel DES KAT
[ 18.103125] Starting Kernel AES KAT

[ 18.146845] Completed Kernel AES KAT

[ 18.146845]

[ 18.210372] Starting Kernel AESGCM KAT

[ 18.257187] Completed Kernel AESGCM KAT

[ 18.306450] Completed Kernel HMAC-SHAl1l KAT

Thu Jan 1 00:00:00 PST 1970

Populate AP type info

Domain Name: SetMeUp.arubanetworks.com

Current OEM Name : Aruba Networks

Disabling ipv6 for devices by default

AP-type has ble support: ONBOARD.

IPv6 capability is supported for devices

No panic info available

Enabling UDMD via nanny

Writing /dev/ttyMSM1 into /tmp/ble port

Enabling ble daemon and ble relay via nanny

glenmorangie: Start hotplug

Backup ENV.

Installing glenmorangie ethernet driver

[ 29.635327] edma module init

Enter non-FIPS mode

Cfg len is O

Configuration file is empty, turning on default services...
extended ssid activate due to no AP config

The AP is in factory default status

Mesh enabled

single uplink platform

Starting watchdog process...

Aruba watchdog daemon started [4 thread(s)]

touching file /tmp/ip mode O

Enable IPv6 for the Conductor v6 discovery

Enabling DHCPv6

Checking country code.

[ 34.716084] bond0: GMAC Link is up with phy speed=1000
Ethernet uplink active. Becoming Mesh Portal

Mesh is DISABLED on this device.

extended ssid is activated on the platform

copying bootuplog

[ 35.420084] uol: module license 'Proprietary' taints kernel.
[ 35.505878] Disabling lock debugging due to kernel taint
[ 35.570611] uol init driver:425 HW offload not applicable, AP will use cutting
through path!

allow PAPI

set device anul0 mtu to 2000

notify asap mod 3g no present...

Enabling IPv6 for devices... IP mode is v4-only...
apdotlx authentication is not enabled

LLDP not sent yet, DHCP is waiting

LLDP not sent yet, DHCP is waiting

LLDP not sent yet, DHCP is waiting

Starting DHCP

Getting an IP address...

Jan 1 00:00:21 udhcpc[4028 udhcpc (v0.9.9-pre) started

[ ] g
Jan 1 00:00:21 udhcpc[4028]: send discover: pkt num 0, secs 0
Jan 1 00:00:21 udhcpc[4028]: Sending discover...
Jan 1 00:00:21 udhcpc[4028]: send selecting: pkt num 0, secs 256
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Jan 1 00:00:21 udhcpc([4028]: Sending select for 192.168.100.3...

Jan 1 00:00:21 udhcpc([4028]: Lease of 192.168.100.3 obtained, lease time 259200
[ 40.752825] ip_time handler: Got ip and packets on bond0 Started conductor election
9-0, rand 15

[ 41.342239] (08:00:22) !'!! Init ---> Member

192.168.100.3 255.255.255.0 192.168.100.1

Compressing all files in the /etc/httpd directory...

Done.

Starting Webserver

bind: Transport endpoint is not connected

bind: Transport endpoint is not connected

bind: Transport endpoint is not connected

Put ntpdate to the nannylist.

AP rebooted caused by cold HW reset (power loss)

shutting down watchdog process (nanny will restart it)...

<L Welcome to the Access Point >>>>>

Completed SW FIPS KAT test

Power supply mode is DC, USB Modem is not present.
User: | 74.710824] Starting Kernel HMAC SHA1l FIPS KAT
[ 74.753629] Completed Kernel HMAC SHAl1l FIPS KAT

[ 76.712818] Starting Kernel HMAC SHA256 FIPS KAT

[ 76.757692] Completed Kernel HMAC SHA256 FIPS KAT
ble ready NOT present @init

[ 78.720805] Starting Kernel HMAC SHA384 FIPS KAT

[ 78.765709] Completed Kernel HMAC SHA384 FIPS KAT
[ 80.720801] Starting Kernel HMAC SHA512 FIPS KAT
[ 80.765694]
[ ]
[ ]

Completed Kernel HMAC SHAL12 FIPS KAT
119.763872] asap_send elected conductor: sent successfully
120.342730] asap send elected conductor: sent successfully

2. Unified AP D7 7—LO T T7ZEFIAT

FHT Unified AP DT 7— LTI T7ZRENTRZENTERED, BRIXY FTO—0T— 29230 EER
DT, AP-303 D7 7—Lox7%EE<. FIEE L TIFEHFMT, Virtual Controller IO 1> L TIT 7—LD
IT7DOEFHERITITBEIFTELL.

ey A V&, 1—F%BIE adnin , NAT—RREIUTIESZANTR 012 TES.
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aruvba

lu AwaR— I7—hIx7F
o oF =
BaEo/(—=3 2.8.0.1_80393 (Digitally Signed - Production Build)
£ AZTFIR . AA—STEAI
=3 1558 of A—35 URL
I7—hIxFP )
FLI—Z3 2RO A2 7L (Ursa) Arubalnstant_Ursa_2.8.0 1_80333
. T T L — R TATO AP T ELE
SFERE
BiEg STCFwIIL—F
i Cl B#
A HLL—a SRS

ATF23 2 82 XML

>_ Hil—H

Aruba 7 7 — LU T 7 OEHFEE

BHE, 77—LTIT7HEHFINTVWSZ CZHESRT S. S[Eld Partition 0 (Z Unified AP @171 X—H
EXZAFENT.

arvba
Lul Ao - Hik—
HE O~/ AP Image Version in partitions s S—4&w b~ boOfed: w E
Fw hI—U bc:9fed:
FOEARA
A5 §/11/2021 1:17:59 8 Target: boidfied: Command: show image version

Primary Partition Hil
R Primary Partition Build Time $2021-06-2 04:10:32 UTC
Hwiaz) ':’(Z Primary Partition Build Yersion :8.8.0.1_8029% (Digzitally Signed - Production Build)
Backup Partition H
Backup Partition Build Time t2021-08-16 17:11:33 UTC

e Backup Partition Build Yersion 12.3.1.0_80832 (Digitally Signed - Production Build)
Q =IE &P Images Classes
Class
£ ATz Ursa

> Uil—k

Aruba 77— LT T T7/IN—2 3 >V DORER

APBoot T osinfo AN Y RZRBWVWR L, REINTVBRTMA=TJICDOVWTKDERALBERIESND.
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apboot> osinfo
Partition O:
image type: O
machine type: 48
size: 20670464
version: 8.8.0.1-8.8.0.1
build string: ArubaOS version 8.8.0.1-8.8.0.1 for Ursa (pd4build@pr-hpn-buildl0) (gcc
version 4.6.3) #80393 SMP Wed Jun 2 04:10:32 UTC 2021
flags: Instant preserve 0020
oem: aruba
Invalid Instant Small Business image

Partition 1:
image type: O
machine type: 48
size: 24924852
version: 2.3.1.0
build string: ArubaOS version 2.3.1.0 for Ursa (p4build@pr-hpn-build04) (gcc version
5.3.0) #80532 SMP Wed Jun 16 17:11:33 UTC 2021
flags: Instant preserve SMB
oem: smbap

Image is signed; verifying checksum... passed
SHA2 Signature available

Signer Cert OK

Policy Cert OK

RSA signature verified using SHA2.

3.7—hrO—SDRELZEETS

Unified AP DT 7 — LT T 7 Z2EFTAATRREITTIE, REESEFICNUT =23 Y TREBRAA—JEHES
N, N7V TN—=FT4>a>DS5TDInstantOn DT 7 — LT T 752 FHHMAATEELTLES. £
T, UTFTOOY Y FTESHROEHETIVVREZEEL, NUTF—>2arzE#IEILSICT—tO—&
DREZEZETS.

setenv bootcmd "ubi part aos\${os partition}; ubi read 0x84000000 aos\${os partition};
bootm 0x84000200#${boardname}@1"

saveenv

reset

&9, APBoot TEHFFICEHFRITINDS VY FHARESNITRIRE bootcmd ZEETMR, REZR
79%.

apboot> setenv bootcmd "ubi part aos\S${os partition}; ubi read 0x84000000
aos\${os partition}; bootm 0x84000200#${boardname}@1"

apboot> saveenv

Saving Environment to SPI Flash...

Erasing SPI flash...Writing to SPI flash...done

bootemd NIEL K BEETITeh\HEERT 3.

apboot> printenv bootcmd
bootcmd=ubi part aosS${os partition}; ubi read 0x84000000 aos${os partition}; bootm
0x84000200#Speyburn@l
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APBoot ZHBicEI L, Unified AP D7 7— LI T 7 CEIEFH TITICHHRTS.

apboot> reset
resetting

APBoot 2.5.0.2 (build 70487)
Built: 2019-05-14 at 12:27:57

Model: AP11

DRAM: 512 MiB

Flash: Detected MX25R3235F: with write protection total 4 MiB
NAND: 128 MiB

Power: DC

Net: ethO

Radio: ipg4019#0, ipg4019#1

FIPS: passed

Hit <Enter> to stop autoboot: 0
No size specified -> Using max size (30855168)
Uncompressing Kernel Image ... OK
[ 0.000000]
[ 0.000000] Aruba Networks
[ 0.000000] ArubaOS Version 8.8.0.1-8.8.0.1 (build 80393 / label #80393)
[ 0.000000] Built by p4build@pr-hpn-buildl0 on 2021-06-02 at 04:10:32 UTC (gcc
version 4.6.3)
[ 0.000000]
]

[ 0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d
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McMuckle
Hi from the UK,

this is a great write-up. | have had to use Google Translate as my Japanese is not existent (although | do cheer

on Kyogo Furuhashi and Daizen Maeda at Glasgow Celtic).

| was recently attempting to install OpenWRT on an AP12 (I mistook if for an AP11) and the AP12 is not

supported. | now have a non-booting AP12 3/
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My board is the Glenmorangie. | have followed your instructions to try and convert it to an AP-305, but use
'‘bootm 0x84000200#Glenmorangie@1' and | get really close to booting, but in my logs it resets after loading

the ethernet driver.

[ 18.888292] Completed Kernel HMAC-SHA1 KAT
Thu Jan 1 00:00:00 PST 1970

Populate AP type info

Domain Name: SetMeUp.arubanetworks.com
Current OEM Name : Aruba Networks
Disabling ipvé for devices by default

AP-type has_ble_support: ONBOARD.

IPv6 capability is supported for devices

No panic info available

Enabling UDMD via nanny

Writing /dev/ttyMSM1 into /tmp/ble_port
Enabling ble_daemon and ble_relay via nanny
glenmorangie: Start hotplug

Backup ENV.

Installing glenmorangie ethernet driver

[ 29.935210] edma module_init

Error loading configuration. Reboot...

Error reading fips flag from image

killall: nanny: no process killed

killall: sapd: no process killed

killall: wdg: no process killed

[ 35.019607] bond0: GMAC Link is up with phy_speed=1000

Enter non-FIPS mode

The system is going down NOW !!

Sending SIGKILL to all processes.

What do you think could be happening on? What configuration might it be looking for?

| have given up on OpenWRT but the firmware for the InstantON APs is unavailable so | thought | would try

and convert it to unbrick it and found your instructions.
Thanks in advance
Mike

4281

v2n
id:McMuckle
Hello, Mike.

| also often use Google Translate.

When reading foreign language texts. Of course, when reading and replying to your comments.
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Well, | don't know much about it, but there was an interesting message in the log you wrote.

> Error loading configuration. Reboot...

> Error reading fips flag from image

The first line is @ message that the system will restart because loading the configuration failed.
The second line indicates that the reason for the failure in loading the configuration is that reading fips flag

from image failed.
| was unable to determine which fips flag should be fixed to fix the issue.
According to the source code of APBOOT of AP310, there seem to be two fips flags.

One is the APBOOT environment variable. It can be set with “setenv fips_certified 1" or “setenv fips_certified’
(for delete the flag).
https://github.com/shalzz/aruba-ap-310/blob/master/platform/bootloader/apboot-

11n/common/aruba_manuf.c#L96

The other is the invertory in flash.

It seems that this inverntory can be displayed with the “invent -p* command, changed with the “proginv’
command, and written to flash with ‘invent -w".

| think you can use “proginv cpu fips yes' or ‘proginv system fips yes’ for the settings you need to change, but |
don't know which one is correct.

https://github.com/shalzz/aruba-ap-310/blob/master/platform/bootloader/apboot-

11n/common/aruba_manuf.c#L298

Thank you for implementing my article.

| hope your endeavors are successful.

4281

McMuckle
Good morning,
and many thanks for your reply.

| tried various combinations of the FIPS flags to no avail. The config still fails, and the fips flag fails to be read

immediately after.

One thing | did wonder, and my unfamiliarity with the Aruba APs (InstantOn, Instant, Campus etc.) will shine
through here, but could the flashed AP be reaching out for a configuration from a virtual controller? As |

haven't got a virtual controller setup on the same LAN as the AP.

Sorry if that's a stupid question.

Regards

Mike

Ps. Kyogo scored a world class goal in the Glasgow Derby. What a bhoy.
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